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CAC USER GUIDE

This user guide provides instructions for registering your Common Access Card (CAC) for use
with DISA intranet applications. These instructions assume the user has registered their
certificate through ActivClient (DISA certificate management application) and the certificate is
recognized by the user's web browser (e.g., Internet Explorer (IE) or Firefox.

If the information provided in this guide does not resolve all PKl-related issues, please contact
DISA Intranet Support or (301) 225-8800, DSN 375-8800.

PLEASE NOTE: Internet Explorer (IE) is the
recommended browser for certificate registration.
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Registering Your CAC on DISA

1 Internet Explorer

These instructions assume the user has registered their certificate through the ActivClient and
the certificate is recognized by the user's web browser (e.g., Internet Explorer (IE) or Firefox); if
this is not the case, please contact DISA Intranet Support or (301) 225-8800, DSN 375-8800.

1.1 CAC Registration
1. Insert the user's CAC in the reader.

2. Open Internet Explorer and access the CAC registration page

(https://reg.intranet.disa.mil/pkiregistration/).

3. An overview of the registration process is provided. Click the "Register Certificate"

button to begin registration.

CAC Registration Information

For access to DISA applications and to become eligible for a DKO Joint Account, users
must complete the Common Access Card (CAC) registration process. To complete the
process, the user will need a valid CAC and PIN, a DISA ID, and a DISA email
address. For DISA customers without a DISA ID, please contact DISA Intranet
Support

The registration process is as follows:

1.

CAC Registration Entry. Enter your DISA email address and DISA ID and
click the "Submit" button. Your information will be verified and a PKI Security
Code will be sent to your DISA email address. (Note: You may close your
browser and continue the registration process at any time; a link to the PKI
Security Code entry page will be included in the email.)

. CAC Registration - Enter Security Code. Type the PKI Security Code

provided in the "PKI Self-Reqistration Security Code" email message into the
"PKI Security Code" field and click the "Submit" button.

. Certificate Selection. A Client Authentication window will appear; select the

appropriate certificate and enter your PIN when prompted,

. CAC Registration C I Upon the following

p
message will display: "The CAC registration is complete. Click "Finish" to close
this window",

The following screens will step you through the process. Click "Reagister Certificate" to
continue.

‘ Register Certificate '
g

Meed Help?
CAC User Guide
CAC FAQs

4/15/2011
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4. In the “CAC Registration Entry” window, enter the user’s DISA email address and DISA
ID. Click on the “Submit” button.
Note: for DISA customers who do not know their DISA ID, please contact DISA Intranet
Support or (301) 225-8800, DSN 375-8800.

CAC Registration Entry

Enter your DISA email address and DISA ID and click the "Submit" button,

*Email Address :
*DISA ID :
Yvour information will be verified and a PKI Security Code will be sent to your email

address. (Note: You may close your browser and continue the registration pracess at
any time; a link to the PKI Security Code entry page will be included in the email.)

=

5. Once the user’s email address and DISA ID are verified, an email message will be sent
to the user’s account with a PKI Security Code. [Note: To complete the remainder of the
registration at a later time; a link to the PKI Security Code entry page will be included in
the message.]

6. Note the PKI Security Code in the email message.

.-'/ ,;\, = @~ ¥ | PKI Self-Registration Security Code (UNCLASSIFIED) - Message (Plain Text) - = X
i) =
- Message @

_é —é] _.;& x 73 _\) jj % &, safe Lists ~ EE v % 2:{::&‘1‘

Reply Reply Forward | Delete Moveto Create Other Block Mot Junk Categorize Follow Mark as
to All Folder~ Rule Actions~ | Sender - Up~ Unread || Wi Select~

Respond Actions Junk E-mail (F Options {F Find

From: Intranet Support Sent:  Fri 4/15/2011 3:38 PM
To: Intranet Support

Subject: PKI Self-Registration Security Code (UMNCLASSIFIED)]

r

You have requested a security code to register your Common Access Card (CAC). Please enter this security code
to continue your CAC registration.

Security Codelg 12345678 Ll

If you have closed the browser, you can continue the registration process by clicking on the link below. If
your default browser is set to Netscape, please open Internet Explorer and then copy the link.

URL: https://reg.intranet.disa.mil:443/pkiregistration/jsp/pki securitycode entry.jspluserId=supportl234

If you reqguire additional assistance, please contact DISA Intranet Support at 361-225-8388 (DSN 312-375) or
email mailto:support@disa.mil.

Thank you,
DISA Intranet Support
381-225-8308 (DSN 312-375)

support@disa.mil

Classification: UNCLASSIFIED
Caveats: NONE
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7. Enter the PKI Security Code from the email message into the “CAC Registration — Enter
Security Code” window. Click the “Submit” button.

CAC Registration - Enter Security Code

Type the PKI Sscurity Code provided in ths "PKI Self-Reqistration Security Cods”
email message into the "PKI Security Code” field and click the "Submit" button.

8. The Client Authentication window appears, displaying the user’s certificate. Select the
appropriate certificate and click “OK”. [Note: More than one certificate may be
displayed; see Section 1.2.2 for instructions on viewing certificate details.]

Choose a digital certificate

Identification

r The Web site you want ko view requests
« \ identification. Please choose a certificate.

Mame [ssuer

Test.Certificate.0123456789

[ Mare Info... l ['-jiew Certificate...]

| ok ) cancel |

9. The ActiveClient Personal Identification Number (PIN) window appears. Enter the CAC
pin and click "OK".

4/15/2011
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ActivClient Login

Actividentity

ActivClient

Please enter your PIN,

PIN I |

e
Cancel

10. The “CAC Registration Completion” window will appear, confirming that the user’s
certificate has been successfully registered. Click “Finish” to close the browser window.

CAC Registration Completion

The CAC registration is complete, Click "Finish” to close this window,

4/15/2011
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1.2 Importing Software Certificates in Internet Explorer

1.2.1 Importing Software Certificates

1. Open Internet Explorer.
2. From the top menu, navigate to Tools/Internet Options/Content; the following window

will display.

Internet Options

General F‘rival:y| Content | Connections | Programs | Advanced

Content Advisor

@ Ratings help wou control the Internet content that can be
wiewed on this computer,

Enable. ..

Certificates
IUse certificates For encrypted connections and identification,

s
et S e
[ Clear 551 stake ] [ Publishers ]

AutoComplete

= AuknComplete stores previous entries [ Settings ]
% on webpages and suggests matches
for wou,

Feeds

E Feeds provide updated content From [ Settings ]
2 websites that can be read in Internet

Explorer and okther programs,

.ﬁ- Some sekkings are managed by your syskem administrakar,

K ] [ Cancel

3. Click on “Certificates”.

4/15/2011
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4. The “Certificates” window will appear; click “Import”.

Intended purpose: <all> w

Personal | Other People | Intermediste Certification Authorities | Trusted Root Certificatior 4 *

Issued To Issued By Expiratio... Friendly Name e
B userTe.. TESTCA 1/25/2012 <Noneg>
[E 2.Test.C.. TESTCA 9/12/2012 Test.Certificate 387654321
Test.Car.. TESTCA £/19/2012  Test.Certificate.D123456789
b

Q[ mport... [Deqort... | [ Remove |

Certificate intended purposes

Smart Card Logon, Client Authentication, Secure Email

| vew |
[ Close

5. The Import Wizard will appear, click “Next”.

Certificate Import Wizard S|

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lisks, and certificate revocation lisks From your disk ko a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used to prokect data or to establish secure network
connections. A certificate skore is the syskem area where
cettificates are kept.

To continue, click Mext,

ﬁ' Cancel

4/15/2011
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6. Certificate Import Wizard”, browse to find the software certificate file to be imported
(Certificate extensions include: .PFX, .P12, .P7B, and .SST). Click “Next”.

Certificate Import Wizarnd

File to Import
Specify the File wou want ta import.

File name:

G:Brcuwse. )

Mote: More than one certificate can be stored in a single file in the Following formats:

Personal Information Exchange- PKCS #12 { PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (. P7E)

Microsoft Serialized Certificate Stare (,S5T)

BN G

7. If the certificate is password protected, enter the password (this would have been
provided upon issuance of the certificate). Click “Next”.

4/15/2011
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8. The “Certificate Store” window allows the user to either designate a location to store
their imported certificate, or choose the browser default location. To define a specific
location, select “Place all certificates in the following store” and “Browse” to choose a
specific “store”. Otherwise, select “Automatically select the certificate store based on
the type of certificate”.

9. Click “Next” to display the completion window; the wizard will indicate whether the
import was successful. Click “Finish” to complete the process.

Certificate Import Wizard le

Certificate Store
Certificate stores are swstem areas where certificates are kept.

Windows can aukomatically select a certificate store, or wou can specify a location For
(%) Automatically seleck the certificate store based on the bype of certificate

(" Place all certificates in the Following store

Mext = Cancel

4/15/2011
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1.2.2 Viewing Certificate Details

1. Open Internet Explorer.

2. From the top menu, navigate to Tools/Internet Options/Content; the following
7. window will display.

Internet Options

izeneral | Privacy | Content | Conpections | Programs | Advanced

Conkent Advisor

@ Ratings help vou contral the Inkernet conkent that can be
viewwed on this computer,

Enable. ..
Certificates
IUse certificates for encrypted connections and identification.
A
[ Clear S5L state ] k Certificates 2 [ Publishers ]
AutoComplete
= AutoComplete skores previous entries [ Settings ]
% on webpages and suggests matches
Far wau,
Feeds
Feeds provide updated content from [ Settings ]
2 websites that can be read in Interneat

Explorer and other programs,

.@. Same settings are managed by your syskern administrator,

(a4 ] [ Cancel

3. Click on “Certificates”.

4/15/2011
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4. The “Certificates” window will appear; double-click on the certificate to be viewed.

Certificates E”Z|

Intended purposs: . <all= v|
Personal | Other People | Intermediate Cert¥ication Authorities | Trusted Root Certificatior ¢ *

Issued To Issued By Expiratio... Friendly Mame -~
[E userTe.. TESTCA 1/25/2012 <MNane+

[ 2.Test.C.. TESTCA 9/12/2012  Test.Certificate 987654321

[ Test.Cer.. TESTCA £/15/2012  Test.Certificate 0123456789

[ mport... || Export... || Remove |

Certificate intended purposes
Smart Card Logon, Client Authentication, Secure Email

W

5. The individual “Certificate” window will appear, providing certificate information. Click on
the “Details” tab to view more information.

krtification Path |

Certificate Information

This certificate is intended to:

sEnsures the identity of & remote cormputer ﬂ
sFroves your identity to a remate computer

*Ensures software came from software publisher

*Protects software from alkeration after publication

*Protects e-mail messages

+ fllows data ko be signed with the current time ll

Issued to: SoekKyung.0S06026100
Issued by: DOD CLASS 3 CA-7

Valid from 9/12/2005 te 5/12{2008
?’p ‘ou have a private key that corresponds to this certificate,

4/15/2011

10



CAC USER GUIDE

2 Firefox
These instructions assume the user has registered their certificate through the ActivClient and

the certificate is recognized by the user's web browser (e.g.,

Internet Explorer (IE) or Firefox); if

this is not the case, please contact DISA Intranet Support or (301) 225-8800, DSN 375-8800.

2.1 CAC Registration

1.
2.

3.

Insert the user's CAC in the reader.

Open Internet Explorer and access the CAC registration page

(https://reg.intranet.disa.mil/pkiregistration/).

An overview of the registration process is provided. Click the "Register Certificate"

button to begin registration.

For access to DISA applications and to becomne eligible for a DKO Joint Account, users
must complete the Common Access Card (CAC) registration process. To complete the
process, the user will need a valid CAC and PIN, a DISA ID, and a DISA email
address. For DISA customers without a DISA ID, please contact DISA Intranet

Support

The registration process is as follows:

CAC Registration Information

1.

CAC Registration Entry. Enter your DISA email address and DISA ID and
click the "Submit" button. Your information will be verified and a PKI Security
Code will be sent to your DISA email address. (Note: You may close your
browser and continue the registration process at any time; a link to the PKI
Security Code entry page will be included in the email.)

. CAC Registration - Enter Security Code. Type the PKI Security Code

provnded in the "PKI Self-Registration Secunly Code" email message into the
"PKI Security Code" field and click the "Submit" button.

. Certificate Selection. A Client Authentication window will appear; select the

appropriate certificate and enter your PIN when prompted.

. CAC Registration Compl the following

Upon
message will display: “The CAC reagistration is complete. Click "Finish" to close
this window",

The following screens will step you through the process. Click "Reagister Certificate" to
continue.,

Register Certificate Cancel

Need Help?
CAC User Guide
CAC FAQs

4/15/2011
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4. In the “CAC Registration Entry” window, enter the user’s DISA email address and
DISA ID. Click on the “Submit” button. Note: for DISA customers who do not know
their DISA ID, please contact DISA Intranet Support or (301) 225-8800, DSN 375-
8800.

CAC Registration Entry

Enter your DISA ermail address and DISA ID and click the "Submit” buttan,

*Email Address ;
*DISA ID :
Your information will be verified and a PKI Security Code will be sent to your email

address. (Mote: You may close your browser and continue the registration process at
any time; a link to the PKI Security Code entry page will be included in the email.}

=

5. Once the user’s email address and DISA ID are verified, an email message will be
sent to the user’s account with a PKI Security Code. [Note: To complete the
remainder of the registration at a later time; a link to the PKI Security Code entry
page will be included in the message.]

6. Note the PKI Security Code in the email message.

T ,3'\, =] & ¥ = PKI Self-Registration Security Code (UMCLASSIFIED) - Message (Plain Text) - = X
) —
- Message L7

I 3 ) = n | BAFind
1 i x ) SO - — % Safe Lists ~ v’ ¥
S S R SR & =] 5 | 3 peiatea
Reply Reply Forward | Delete Moveto Create Other Elock Mot Junk Categorize Follow Mark as
to All Folder~ Rule Actions~ || Sender - Up~ Unread | ki Select~
Respond Actions Junk E-mail F} Options F] Find

From: Intranet Support Sent: Fri4/15/2011 3:38 PM

To: Intranet Support

co

Subject: PKI Self-Registration Security Code [UNCLASSIFIED)

You have reguested a security code to register your Common Access Card (CAC). Please enter this security code =
to continue your CAC registration.
Security CoddQ 12345678 —
If you have closed the browser, you can continue the registration process by clicking on the link below. If
your default browser is set to MNetscape, please open Internet Explorer and then copy the link.
URL: https://reg.intranet.disa.mil:443/pkiregistration/jsp/pki securitycode entry.jsp?userId=supportl234
If you require additional assistance, please contact DISA Intranet Support at 381-225-8386 (DSN 312-375) or
email mailto:support@disa.mil. 1
Thank you,
DISA Intranet Support
301-225-338@ (DSN 312-375)
support@disa.mil
Classification: UNCLASSIFIED
Caveats: NONE
-

4/15/2011
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7. Enter the PKI Security Code from the email message into the “CAC Registration —
Enter Security Code” window. Click the “Submit” button.

CAC Registration - Enter Security Code

Type the PKI Sscurity Code provided in the "PKI Self-Reqistration Security Codes”
email message into the "PKI Securil ity Code” field and click the "Submit" button.

8. A prompt will appear asking to “Please enter the master password for the ActivClient”
(this is the CAC pin number). Enter the password and click “OK”.

9 Flzase enter the master password For the ActivIdentity ActiviClient 0.

o) (o |

4/15/2011
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9. The “User Identification Request” window will appear, displaying the user’s
certificate. Select the certificate; click “OK”. [Note: More than one certificate may be
displayed; see Section 2.2.2 for instructions on viewing certificate details.]

User Identification Request E]

This site has requested that you identify yourself with a certificate:
ssopki.intranet.disa.mil: 443

Organization: “U.5. Government"

Issued Under: “U.S. Government"

Choose a certificate to present as identification:
Actividentity ActiveClient 0:Test.Certificate.123456789's Test Cert |D [12:34:56] ! v
Details of selected certificate:

Issuedto: CN=Test.Certificate.123456789, OU=CONTRACTOR, OU=PKI, OU=Test, O=Cer,
Cc=Us

Serial Number: 12:34:56

Valid from 2/2/2011 19:00:00 PM to 1/23/2012 18:59:59 PM

Issued by: CN=Test, OU=PKI, OU=Test, O=Test, C=US

Stored in: Actividentity ActivClient 0

Remember this decision

| ok | [ cancel

10. The “CAC Registration Completion” window will appear, confirming that the user’s
certificate has been successfully registered. Click “Finish” to close the browser
window.

CAC Registration Completion

The CAC registration is complete, Click "Finish” to close this window.

4/15/2011
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2.2 Importing Software Certificates in Firefox

1. Select Tools > Options in the Firefox browser.

£) Army Knowledge Online - Mozilla Firefox

File Edit Miew History  Bookmarks BERES Help

T army Knowledge Online Downloads Chrh+d
add-ons Chrl+shift+a —

LTI Sl https: e, us.@ Set Up Sync... EALP

Error Consaole Ckrl+3hifk+1 4
Web Console Chrl4+Shift+E a
Page Info ‘&
Skart Private Browsing  Crrl+Shift+P :

Clear Recent Hiskary ... Crrl4+Shift+Del —

¥OU ARE ACCESSING A 1.5, GOVERN Sl
FROVIDED FOR LISG-AUTHORIZED USE ORLY,

2. The Options window should be displayed.

4/15/2011

Options [‘5—(|

JTaad & e O &

General Tabs Content  Applications  Privacy  Security SynC advanced
Skartup
wehien Firefox starks; |Sh|:|w my home page w |
Haome Page: | |

[ Ilse Current Page ] ’ IJse Bookmark. ] ’ Restore ko Default ]
Downloads

Shiow the Downloads window when downloading a file

[] close it when all downloads are finished

(%) save files ko |Iﬁ Downloads | [ Browse. .. ]

() Always ask me where to save Files

Add-ons
Change options For vour add-ons [ Manage Add-ons... ]

(04 l [ Zancel ] [ Help ]
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3. Select “Advanced”.

4/15/2011

Options

- N T ,

= Qg == B b

dow B @ & Q@
Gaeneral Tabs Conktent  Applications  Privacy  Security SN Advanced )

aeneral |Netwu:urk IUpdate | Encryption

\/

Accessibility
[] Always use the cursar kews to navigate within pages
[] search For text when I start byping

[] warn me when web sites try to redirect or reload the page

Browsing

IJse autoscraling

[] Use smoath scralling

IUse hardware acceleration when available
Check my spelling as I tvpe

[] Tell web sites I do not want to be tracked

Swskem Defaulks

Submit crash reports

(] 4 l [ Cancel

| [t
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4. Click on the “Encryption” tab.

Options E|

dOow B @ & Q&

General Tabs Content  Applicakions  Privacy  Security IynC Advanced
General | Network | Updateq Encryption [
Pratocals
lse 55L 3.0 se TLS 1.0

Certificates
When a server requests my personal certificate:

Wigw CertiFicateg] [Eevcu:ation Lists] [ Yalidakion ] ISEcuritg Devices

I a4 ] [ Cancel l [ Help

5. Click on the “Security Devices” button.

Options &|

05 B w & O &

General Tabs Content  Applications  Privacy  Security Snc advanced

General || Network” Update | Encryption |

Prataocals
Use 55L 3.0 Use TLS 1.0

Certificates
When a server requests my personal certificate:

Wiew Certificates ] lﬂevocation Lists ] [ ‘alidation q\[ Security Devices

4/15/2011 0K l[ Cancel ][ Help
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6. The “Device Manager” window should be displayed. Click on the “Load” button.

7. Enter the Module Name: ActivClient(CAC) . Enter or browse to the Module filename:

©J Device Manager

Security Modules and Devices Details Yalue
(= M55 Internal PKCS #11 Module
(3eneric Crypha Services

Software Security Device
[=| Builtin Rooks Module
Builtin Object Token

EEX

— =
= D
Enable FIPS

C:\ProgramFiles\Activlidentity\ActivClient\acpkcs201-en6.dll. Click the “OK” button.

4/15/2011

©) Load PKCS#11 Device

Enter the informati Fthe module you wan d.

Module Mame: Qctivclient (CAC) \

] |
Module Filenam C:\Program Files'l,.ﬁ.ctivld| |5 Ercly{e... J

-~
(] [ Cancel ]
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8. You see a Confirm window asking you whether you want to install the security
module. Click “OK”.

9. You see an Alert window saying that a new security module has been installed. Click
“OK”.

P, A new security module has been installed

10. The module should now appear in the Device Manager window. Click OK to close
the window.

©) Device Manager E]E]

Security Modules and Devices Details Yalue
[= M55 Internal PECS #11 Module
Genetic Crypko Services

Software Security Device
[= Builtin R.ooks Module
Builtin Ohject Taken

AetTlient CAC)
< ActivIdentity AckiviClient 0
~—_ Enable EIPS

11. Click OK to close the Options window.

4/15/2011
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Registering Your CAC on DKO

These instructions assume the user has registered for a DKO Joint Account. If this is not the
case, please use the DKO Account Creation Wizard on the DKO login page.

1. 1 CAC Registration

1. Insert the user's CAC in the reader.

2. Open Internet Explorer and access the DKO Login page
(www.us.army.mil).

3. Login with your DKO Username and Password and click the “Login” button.

1 DKO
KNOWLEDGE
ONLINE |

Login to AKO/DKO

Forgot Your Password? Access Your Webmail

Username » Webmail
» Webmail Classic
Password » Webmail Lite
[JLow Bandwi§ New User?
» Register without a CAC
CAC Login to AKO/DKO » Register with a CAC

If you are a DoD customer (non-Army), a
CAC is required for registration (except for

[JLow Bandwidth | CAC Login Individual Ready Reserve personnel, and
DKO personnel who are CAC-exempt).

Help U.S. Army Pfc. Diamond Madison helps fit a pediatric wheelchair to a

» Reset Password disabled child at the Anbar Operations Center, in Anbar province, Iraq,
» Usern: Reminder on April 2, 2011. Madison is with Charlie Company, 703rd Brigade

» Help Desk Support Battalion, 4th Advise and Assist Brigade, 3rd Infantry Division.

DoD photo by Staff Sgt. Tanya Thomas, U.S. Army. (Photo by U.S.

Need a new password? 2 Ahc il L Army)
Forgot your password?
H P » How do I use my CAC to login to
A Click here to reset it. AKO/DKO?

» Search All FAQs

Other DoD Service Portals
» Air Force Portal » Defense Online » MarineNet » Navy Enterprise Portal — Coming Soon

f Use / Terms of Service

e security accreditation level of this site is Unclassified FOUO and below, Do not process, store, or transmit information classified above the accreditation level of this system.

9 Local intranet H100% v

4/15/2011
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4. Click on the “My Account” link in the header menu. Then select “Login Options”.

— P —
PlE P2 A
Email Files Dizcuss |l Groups M

Hom ‘v MyAccount~ Fa orites~ QuickLinks~ Self Service v Search. AKO Content (&
DISA - Defel ormation Systems Agency (Related Content » ) |l Add to Favorites Options v
AKO Home > DoD Organizations > Defense Agencies > Defense Information Systems Agency > DISA - Defense Information Systems Agency
© Important Announcement » Options
(@ DISA Main Channel wilenu Options
~
Thursday, April 14, 2011 a RSS | Email Alerts | Archives * SUBMIT A STORY il
QUOTE OF THE DAY
“Trus criginality consists not in s new manner but in &
new vision.”
Edith Wharton
ABOUTDISA |  APPLICATIONS COLLABORATION TOOLS INFO & RESOURCES | PERSONNEL | ASSISTANCE L
“ " 3
Ribbon-Cutting Ceremony at New
Headquarters April 15 Helmsmen Toastmasters Club
Pentagon Conf. Center Room B9 (Library Building)
LTG Carroll F. Pollett, DISA director, invites all 730am. -8:45am| o a
employees to participate in the ribbon-cutting ’_‘
ceremony to officially recognize the opening of DISA's | A FRIDAY
new Headquarters complex at Fort Meade, Md.
Read more A MONDAY
en TUESDAY b |
1o WEDNE SDAY
 HEADLINES @ SUBMIT AN EVENT >>
iy I I o ’ SRACHIRANSEORTATION s R

L] Done, buk with errors on page. % Unknown Zone (Mixed) w 100% -

5. Select the “CAC/Cert Registration” option and click the “Register” button.

AKOE B o R
L) INE | 5 ‘ _ S =

AKO Content v

S[usmmv]f|

Home~ My Account~ Favorites~ QuickLinks v  Self Service v

My Account

CAC / Cert Registration
imyProfile Page 9
ln st Ho CAC or cert is registered for your account. Follow the instructions below to register your CAC or cert.
ccount Sef S
"o Before registering your CAC or cert with AKO, you will need to register your certificates with Internet Explorer. If you have not done this yet, click AKO CAC Resource Center below to view instructions. It

Account Information 'you have already registered your CAC certificates with Internet Explorer, make sure your CAC is inserted into your smart-card reader and then click 'Register’ to continue with the registration process.

If you do not know your CAC PIN or if you have locked out your CAC P (after three incorrect fries), DO NOT CALL THE AKO HELP DESK. The AKO Help Desk cannot assist you if you have locked your
Change Password CAC. Instead, you should contact your local help desk to defermine the location of the nearest CAC PIN Reset (CPR) station. You should go to an ID Card lssuance Faciity (your central processing/badge
office or Local Registration Authortty) to have your PIN reset only it a CPR station is unavaiiable

Security Questions
If you have any other issuss, please visit one of the following resources:

KBA Questions LK

LLogin Options

set Homepags
AC | Cert Registration

IM Login Status

Mail Preferences

Mail Options

Switch Email Address
Vacation Message
Notifications

My Notifications
MNotification Settings
[Tasks

My Tasks

Tasks Assigned By Me

Sponsor Management 3

Done J Local intranet #n0 -
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6. Choose the correct digital certificate and enter your CAC PIN when prompted.
7. Enter your AKO password as requested and click the “Register My Certificate”
button.

& | https:/fakocac. us.army.mil/suite/cac/reg/prereg.do - Microsoft Internet Explorer B@IE}

Enter yvour AK O password below to register your CAC certificate with your AK O account.
AR O Password: ‘ | > Reagister My Cerificate |

Click here for more help on registering your CAC.

8. A confirmation screen will appear indicating successful registration of your CAC.

2 hitps://akocac. us.army.mil/suite/cac/reg/regisier. do;jsessionid=B388790678... EJ@@

Success: Your certificate has been registered!

Please print this screen for your records.

AKO User ID: DISADKO.User
CAC ID: User.DISA.D.1234567
Date: Friday April 15, 2011
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